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1 Introduction

1.1 This policy has been written to help you understand the Council’s rules concerning the use of its information.  If you have any questions regarding this policy please contact the Corporate Information Unit.   If your query relates to how to encrypt data then please contact the ICT Service Desk.
1.2 This document gives guidance on how information should be classified and marked, to enable all parties to comply with the Information Security Policy and to enable simpler partnership working when information sharing is required.
1.3 We need to ensure that the Council complies with all relevant legislation e.g. the laws concerning Data Protection, Freedom of Information,  Copyright.  Failure to do so can result in disciplinary action, large fines, embarrassment and even prison sentences for employees who break the law.  This policy is also important to ensure that we are adhering to central government policy in respect of the management of protectively marked information or any other relevant code of practice for the time being in place. 
1.4 The Council has a large number of networked computers and these enable easy distribution of Information that is critical to the day-to-day operation of the Council. It is therefore important to all of us that the information access is managed and appropriate levels of security are applied to its protection.  To enable this protection to be proportionate to the type of information, it is important that the information is protectively marked.
2 Who does the policy apply to?
2.1 This policy applies to all elected members and employees of the EXAMPLE Council, or anyone working on Council premises or on behalf of the Council. It also applies to users of the Council’s mobile computer equipment e.g. laptops, printers, projectors, personal digital assistants and mobile phones.

2.2 All employees are required to have regard to this policy when they are processing information held by the Council.  You will need to sign to confirm that you have read and understood it.  Processing information includes reading; sharing; drafting; filing; updating or anything else that “uses” the information.  If you have any questions please speak to your line manager or the Corporate Information Unit. 

3 What are Protective Markings?
3.1 All documents must be considered as to whether they should be protectively marked in accordance with the sensitivity of their content in line with this policy.  This principle should also apply to documents used within the Council and with its partners such as DWP, the Home Office, the Other Agencies, list here…  The protective marking of a document provides people with information on the following aspects of the document:

· The correct level of protection the document should be given.

· The procedures to be followed regarding the production, dispatch, receipt, handling and destruction of the document.

· The severity or impact of the loss or compromise of the document

4 Why should the EXAMPLE have Protective Markings?

4.1 The EXAMPLE holds a significant amount of information, some of this information is of a very sensitive nature.  The council also works very closely with other public sector partners who also hold very sensitive information.  It is important that at any time the level of sensitivity of a document can be easily and accurately understood by those handling it; this is achieved by the use of Protective Markings and associated descriptors.

4.2 Protective markings enable a policy to be set around the documents use and its allowable levels of distribution in all formats.  This policy sets out the protective marking to be used and the rules that must be followed when dealing with information. 

5 Roles And Responsibilities
5.1 Originator. The originator of a document (or any other format of information) is responsible for setting the Protective Marking of that particular document/information (digital or paper) at the initial stage of document creation.  Over time it might be necessary to change the protective marking of an information; this is also a responsibility of the originator.
5.2 Line managers have the responsibility to ensure that marking of sensitive information is done in accordance with the guidance provided. They have to keep in mind the availability of information for others and the impact involved with high protective marking.

5.3 User/keeper can challenge the applied protective marking.  They can never change the marking that has to be applied by the originator of the information or a successor (if the originator can not be traced).  All employees in possession of information (or copies of the information in a form of carrier) with a protective marking are responsible for handling the information in accordance with this marking.  This includes storing, processing, sharing and destroying in accordance with this policy.

5.4 The Corporate Information Unit is responsible for providing advice on the protective marking of information held/created by employees of the EXAMPLE Council.
6 Information created outside of the EXAMPLE Council

6.1 Information that originates from outside of the council may not be protectively marked.  If it is received by the Council then the Council should consider marking the document on receipt in line with this policy.
6.2 Information received by the Council which already has a protective marking recognised by this policy should be respected and held in line with that protective marking.  

6.3 Information that is marked with a marking that is not recognised by this policy should be assessed and regard must be had to the sensitivity of the document.  For example documents may be received that are marked “private and confidential”.  It is advisable that such documents should be assessed in accordance with the sensitivity of the information and whether it is information that is truly either private or confidential in nature. Consideration should be given whether such documents should be marked “PROTECT” by default. 
7 Standards
Departments must apply the following guideline to all protectively marked documents:

7.1 Access is granted on a genuine need to know basis.

7.2 Documents/files/information must be clearly and conspicuously marked.

7.3 A file, or group of documents, must carry the protective marking of the highest marked document within it.  For example a file containing PROTECT, RESTRICTED and CONFIDENTIAL material would be marked ‘CONFIDENTIAL’ on the outside of the file.
8 What are protective Marking? 

8.1 The UK Government has 5 levels of protective marking which are:  TOP SECRET, SECRET, CONFIDENTIAL, RESTRICTED, PROTECT and UNCLASSIFIED.  The council has not adopted the Top Secret or Secret markings as it is highly unlikely the Council would hold this data.  However any data that is received that bears these markings should be referred immediately to the [Insert name of you compliance Unit here] for advice, as they are outside the scope of this policy. 
8.2 The Council has adopted the following standards/markings for the purpose of this policy:

a)
CONFIDENTIAL
This is information that carries the highest level of protection that the Council is likely to hold.  Information is confidential if it includes information that is likely to impede the investigation of a serious criminal offence.  A serious criminal offence is murder, rape or manslaughter.  This marking has a different meaning to the legal definition of confidential and therefore this policy distinguishes the two means by referring to the latter as “Confidential in law”.
b)
RESTRICTED
This is information where the release could cause significant harm or prejudice to:

i) an individual if it contains sensitive personal information

ii) the Councils, or a third parties, commercial interests
iii) the investigation or prosecution of a crime, or the apprehension of an offender
iv) the effective conduct of public affairs, 

c)
Protect


This is information that would damage or prejudice to:

i) an individual, if it contains sensitive personal information
ii) the Councils, or a third parties, commercial interests
iii) the investigation or prosecution of a crime, or the apprehension of an offender
iv) the effective conduct of public affairs, 
v) Breach proper undertaking to maintain a duty of confidence.  This is not simply a document marked confidential by a member of the public.  The information itself must also be confidential in nature. 
vi) Breach a statutory restriction on disclosure eg. The Enterprise Act
d)
Internal Use Only / UNCLASSIFIED
This is all other information not falling under any of the categories above.  There are no requirements to mark other documents.  However, to assist with marking operational efficiency documents that would not routinely be disclosed should bear a mark of that it is “Internal Use Only”.  This might be definition that:
i) Internal memos
ii) Draft letters/policies
iii) Officer advice

9 How to apply the protective Marking?

This policy applies to all information held, created, modified or accessed from the date of implementation of this policy (DATE) regardless of the author of the information.  The council does hold a vast amount of information and it is recognised that it is impractical to require all historic and existing records to be marked immediately.  This policy requires that information held prior to the implementation of this policy should be marked when it is accessed, modified or shared. 
Although each piece of information must be judged on its own individual merits, examples of protective marking are:

RESTRICTED
· Social care files
· Information relating to IT firewalls (software to protect IT systems)
PROTECT
· Lists of names and addresses where more than 1000 entries, eg. staff lists, school students, etc.

· Complaint form containing sensitive personal information (could be ‘Restricted’ if significant harm could be caused)

· Tenders for new contracts (could be ‘Restricted’ if significant harm could be caused)
· Current negotiations/discussions over council policy, in development stage (could be ‘Restricted’ if significant harm could be caused)
· Information relating to council tax fraud (could be ‘Restricted’ if significant harm could be caused).
UNCLASSIFIED/NOT PROTECTIVELY MARKED or Internal Use Only 
· Memos between council officers

· Advice to members on constituent matters

· Policy formulation
Unmarked
· Planning decision notices
)

· Corporate Plan


) available at www.iwight.com

· Council Constitution

)

10 Descriptor
In order to provide an indication of why documents are marked in the manner that they have been, consideration should be given to also marking the documents with a descriptor as well.  A descriptor is an indication of the reason for the original marking.  This descriptor should be recorded next to the protective marking (for example PROTECT PERSONAL).   The descriptors that can be used are:

1 PERSONAL  – Information that contains personal information of an individual

2 COMMERCIAL  – information the release of which may, would, or be likely to, prejudice the commercial interests of the Council or a third party
3 POLICY/STRATEGY – information that forms part of a council policy or strategy or procedure that is normally associated with internal use only. 
4 INVESTIGATION – information that may prejudice a criminal investigation, prosecution or apprehension of an offender. 
5 IN CONFIDENCE – information received under an air of confidence, the disclosure of which would be an actionable breach in law

11 Information Sharing Protocol and Data Exchange Agreements
Information Sharing Protocol is a document that agrees to information sharing by signatory agencies.  The document itself is not protectively marked as it contains no personal information and is available on the council’s intranet.

Data Exchange Agreements (DEA) are documents that are developed by the council and its partners, and internally between services as to what information will be shared, how it will be shared and how it will be stored.  These documents can include a level of protected information and will be redacted before being made available on to the council’s intranet.

Information Handling Requirements
	Protective Marking
	NO PROTECTIVE MARKING
	PROTECT
	RESTRICTED
	CONFIDENTIAL

	
	Unmarked/
INTERNAL USE ONLY
	PROTECT
	RESTRICTED
	CONFIDENTIAL

	Definition
	No marking: Any information that could reasonably be made available to the general public.
Internal use only: Not intended for publication or to be made accessible to the public
	As required by this policy in section 9 of this document.

The likely reasons for using this marking are highlighted in the definition.
	As required by this policy in section 9 of this document.

The likely reasons for using this marking are highlighted in the definition.
	As required by this policy in section 9 of this document.

The likely resons for using this marking are highlighted in the definition.

	Markings to be used on documents
	All public documents and publications have no need to be protectively marked. 

No protective markings on document.

Consider Marking  at the top centre with the words:

INTERNAL USE ONLY
All pages must be marked as page x (e.g. Page 48).
	Marked at the top centre with the word:

PROTECT

Historic or existing documents should be marked on the front of the file with the marking of the highest level within the file
	Marked at the top and bottom of every page with the word:

RESTRICTED

Historic or existing documents should be marked on the front of the file with the marking of the highest level within the file
	Marked at the top and bootom of every page with the word:

CONFIDENTIAL

Historic or existing documents should be marked on the front of the file with the marking of the highest level within the file

	Internal Mail - distribution of paper or media using trusted council courier (e.g. floppies/CDs/USB keys) between EXAMPLE Council offices
	N/A

Can be sent through Internal Post (IP).
	By IP, in a sealed fully addressed envelope marked PROTECT.
Always address to an individual by name or appointment

Always use a single sealed envelope

Consider tamper-proof envelopes.
If sending electronic media all PROTECT information must be encrypted to an appropriate standard (ICT Service Desk can advise)


	By IP, in a sealed fully addressed envelope marked RESTRICTED.
Always address to an individual by name or appointment

Consider tamper-proof envelopes.
If sending electronic media all RESTRICTED information must be encrypted to an appropriate standard (ICT Service Desk can advise)


	Cannot be sent through IP.
CONFIDENTIAL level documents must be delivered in person in a new sealed fully addressed envelope marked CONFIDENTIAL.
Always address to an individual by name or appointment

Consider tamper-proof envelopes.
Do not send in electronic format.  The council’s Encryption solution is not certified to secure CONFIDENTIAL information.


	Postal Mail - External distribution of paper or media (e.g. floppies/CDs/USB keys)
	Ordinary envelope through public mail system.


	By public post services or other courier service with no markings or descriptor (other than "Personal" or "Addressee Only" if you wish to limit access)

Single enveloped, fully addressed, do not mark the envelope.
Consider tamper-proof envelopes.
If sending electronic media all PROTECT information must be encrypted to an appropriate standard (ICT Service Desk can advise)


	Double enveloped, both fully addressed, do not mark the outer envelope, correctly mark RESTRICTED on the inner envelope.
Consider use of a tamper-proof envelope.

Consider use of a bonded courier or recorded delivery.

If sending electronic media all RESTRICTED information must be encrypted to an appropriate standard (ICT Service Desk can advise)


	Double enveloped, both fully addressed, do not mark the outer envelope, correctly mark CONFIDENTIAL on the inner envelope.
Consider use of a tamper-proof envelope.

Must use a bonded courier or recorded delivery.

Do not send in electronic format.  The council’s Encryption solution is not certified to secure CONFIDENTIAL information.

	Incoming postal mail, not protective marked at first turns out to need a protective marking

	N/A


	Mail opener to mark the document and treat as internal mail as above
	Mail opener to mark the document and treat as internal mail as above
	Mail opener to mark the document and treat as internal mail as above

	Faxing
	Normal use of a fax machine.

	Normal use of a fax machine.

Consider not using one touch dialling in case the number has been changed or corrupted.

Only send once either the intended recipient has been ‘phoned and has confirmed that they are able to collect the fax immediately or the receiving fax is known to be secure environment

Mark fax Header as:

PROTECT
	Normal use of a fax machine.

One touch dialling must not be used in case the number has been changed or corrupted.

Only send once either the intended recipient has been ‘phoned and has confirmed that they are able to collect the fax immediately or the receiving fax is known to be secure environment

Mark fax header as:

RESTRICTED

	Not Allowed

	E-mail within the EXAMPLE Council
	No requirements.

	Ensure that the covering e-mail does not contain PROTECT information 
Encrypt the PROTECT level information to an appropriate standard (ICT Security team can advise)


	Ensure that the covering e-mail does not contain RESTRICTED information.

All restricted information must be in an attachment.

All RESTRICTED information must be encrypted to an appropriate standard (ICT Security team can advise)


	Not Permitted

	E-mail within GCSx (Government Connect Secure Family) network

	Should not use GCSx, use public email (e.g. use an EXAMPLE.gov.uk mailbox).

	Permitted
	Permitted
	Not Permitted

	External e-mail, outside of GSi or GCSx network
	No specific requirements
	Consider any requirements that are contained within any data exchange agreements between the Council and the recipient
Consider sending material by courier instead of using e-mail.

Ensure that the covering e-mail does not contain PROTECT information.

All PROTECT information must be in an attachment.

All PROTECT information must be encrypted to an appropriate standard, password protection is required (ICT Service Desk can advise)


	Consider any requirements that are contained within any data exchange agreements between the Council and the recipient
Consider sending material by courier instead of using e-mail.

Ensure that the covering e-mail does not contain RESTRICTED information.

All RESTRICTED information must be in an attachment, password protection is required.

All RESTRICTED information must be encrypted to an appropriate standard, password protection is required (ICT Service Desk can advise)


	Not Permitted

	Storing paper and media (e.g. floppies/CDs/USB keys)
	No requirements.

	May be left, face down, on your desk for short periods during the day.

Protected by one barrier, for example, a locked container or a locked room.
	Protected by two barrier, for example, a locked container in a locked room.
	Protected by two barriers, for example, a locked container in a locked room.
Access to the room to be controlled by policy.

	Storing electronic data
	No requirements
	To be stored in a ‘Secure’ area in the data centre. (ICT Service Desk can advise)
If stored on a laptop, the machine must be loaded with suitable encryption and access control software
Access rights must be granted to the job role by the Head of Service and the data owner
	To be stored in a ‘Secure’ area in the data centre. (ICT Service Desk can advise)
If stored on a laptop, the machine must be loaded with suitable encryption and access control software
Access rights must be granted to the job role by the Strategic Director and the data owner


	To be stored in a ‘Secure’ area in the data centre. (ICT Service Desk can advise)

Must not be stored on a laptop, the council’s Encryption solution is not certified to secure CONFIDENTIAL information.
Access rights must be granted to the job role by the Strategic Director and the data owner



	Destruction of paper
	No requirements - 

	Use secure waste sacks or use any shredder. 


	Use secure waste sacks or use any shredder. 
	Use a cross cut shredder. 

	Destruction of electronic data
	All Council Hard drives to be returned to ICT for electronic scrubbing before re-use
Securely destroy removable media when no longer needed. - Dismantle floppy disks and cut disk into quarters (at least), dispose with normal waste.
Media must be destroyed at the magnetic and physical levels. 

Hard drives to be returned to ICT for electronic scrubbing before re-use
	Securely destroy removable media when no longer needed. - Dismantle floppy disks and cut disk into quarters (at least), dispose with normal waste.
All other media must be destroyed at the magnetic and physical levels, please use the IP to send it to the ICT security team.
Hard drives to be returned to ICT for electronic scrubbing before re-use
	Securely destroy removable media when no longer needed. - Dismantle floppy disks and cut disk into quarters (at least), dispose with normal waste.  
All other media must be destroyed at the magnetic and physical levels, please use the IP to send it to the ICT security team.
Hard drives to be returned to ICT for electronic scrubbing before re-use

	All electronic storage, software or hardware to be taken by hand to ICT for secure destruction. 

CONFIDENTIAL material should not have been stored on removable media if it has please take it in person the the ICT Security team.
Hard drives to be returned to ICT. 

	Copying of Licensed Materials (Photocopiers & Scanners)
	Copies must not be taken of copyrighted material unless they are covered by the Council’s licence contract. E.g. with the Copyright Licensing Agency or by obtaining specific written permission from the copyright owner.


	Copies must not be taken of copyrighted material unless they are covered by the Council’s licence contract. E.g. with the Copyright Licensing Agency or by obtaining specific written permission from the copyright owner.


	Copies must not be taken of copyrighted material unless they are covered by the Council’s licence contract. E.g. with the Copyright Licensing Agency or by obtaining specific written permission from the copyright owner.
	Copies must not be taken of copyrighted material unless they are covered by the Council’s licence contract. E.g. with the Copyright Licensing Agency or by obtaining specific written permission from the copyright owner.

	Telephones / Conversations
	Information that would otherwise be for internal use only should not be discussed where it is likely to be overheard.
	Do not disclose in public and do not discuss on your mobile phone in public.
Do not leave information on voicemail.
	Do not disclose in public and do not discuss on your mobile phone in public
Do not leave information on voicemail.
	Internal and public phone networks are recognised as being insufficiently secure for the transmission of CONFIDENTIAL information.
Do not discuss in public.

Do not leave information on voicemail.


	Short Messaging Service (SMS) / Multi-Media Messaging Service (MMS) / Instant Messaging (IM)
	No requirements.

	Do not send PROTECT information by SMS/MMS

Only discuss PROTECT information on IM if the IM is encrypted
	Do not send RESTRICTED information by SMS/MMS

DO NOT discuss RESTRICTED information on IM if the IM is encrypted
	Do not send CONFIDENTIAL information by or on SMS/MMS/IM



12 Breach of This Policy
12.1 This policy has been drafted in such a way as to protect both the council and users.  Any breach of the policy will be dealt with in accordance with the council's general disciplinary procedures.

12.2 For the avoidance of doubt, failure to adhere to this policy will be a potentially serious disciplinary offence which could lead to disciplinary action up to and including dismissal.  Breach of the policy could also lead to criminal or civil action if illegal material is involved or legislation is contravened and the council will not hesitate to bring to the attention of the appropriate authorities any use of its systems which it believes might be illegal.
13 Related Corporate Policies
You should also be aware of the separate codes of practice and policies:  

· ICT Asset Disposal Policy

· ICT Electronic Communications Policy

· ICT Hardware Policy

· ICT Mass Mailing Policy

· ICT Policy

· ICT Security Policy

· ICT Software Policy

· ICT Standards Policy

· ICT Telecommunication Policy

· Information Security Policy

· Portable Storage Media Policy

· Disciplinary Procedure and Code of Conduct 

· Printing Policy
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